Collaborating to Advance Control System Security



PCSF Accomplishments

e Established three Working Groups
— Progress on deliverables
— Increased awareness of their activities

e Nine additional Interest Groups

e Working relationships with cross-sector organizations:
- Government Agencies
- National Labs
- ISACs
— Standards Bodies
- National Infrastructure Advisory Council
- Etc.



Web Site

e The PCSF Web site (www.pcsforum.org) provides the
means for information retrieval, structure, workflow, and
collaboration on a continuous basis

- News and Press Releases
- Account Management

— Interest and Working Group Content
and Collaboration

- Reference Library

— Calendar of Events

- Presentations

- Governance Board Information



PCSF Support Tools

e Meetings
— Bi-annual Forum Meetings
- Face to Face Meetings
— Desktop Sharing Meetings (LiveMeeting)
— Teleconferences

e Web site
e Funding
e Marketing
e Liaison

e Representation



Expectations of the PCSF in 2006

e Validate PCSF model and value by producing tangible
results

Collaboration Resources




Interim Governing Board (IGB)

e Provides guidance and oversight on topics related to strategy,
management, process, and conflict resolution

e IGB Members:
— Bill Rush - Vice Chair
- Robert Clerman - Forum Director, Acting Chair
- Tom Flowers (Electric Industry)
—- Mark Heard (Chemical Industry)
- Seth Johnson (Water and Waste Management)
- Hank Kenchington (National Labs)
~ David Poczynek (Oil & Gas Industry)
- R. Russell Rhinehart (Academia)
- Bryan Singer (Vendor Community)
- Keith Stouffer (Government)



Governing Board Nominations

e Eight sectors represented, four will be up for election
every year

e Candidate Nominations collected starting today and
ending on Friday, July 7t

e Current Interim Governing Board meets to vote on
candidates for open seats

e Submitting nomination
- Web site
— Complete and drop-off the form in your packet to registration desk
— Download and e-mail to
- Fax to 703.610.1699


mailto:secretariat@pcsforum.org
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Design Team

Design Team was formed to:

e To determine goals for meeting output and success
factors

e Create the Agenda - How we are going to get there?
-~ What are the right topics
— Who should be involved
- What is the right schedule
— What is the most beneficial format
— What support do we need



Design Team Participants

e Interim Governing Board members
e Interest/Working Group Chairs & Admins

e PCSF Secretariat



Spring Meeting Program

e Introduce new topics, stimulate dialogue, attract interest,
and address issues

e Conduct workshops for Interest and Working Groups

e Make Ad-hoc meeting space available

e Disseminate information on other organizations/programs

e Provide meeting opportunities to other organizations in
conjunction with PCSF



Agenda — Plenary Session

e Updates from Working, and Interest Group Chairs

e Lunch — “Meet the Chairs”

e Vulnerability Disclosure Session

e Security Testing Panel

e The CIGRE B5 WG 22 Survey-Based Study of Wi-Fi Use

e Progress on Antivirus for Control Systems: National SCADA
Test Bed Report

e Welcome Reception, 6pm-8pm

e Ad-hoc meeting opportunities, 5pm-9pm



Agenda — Day Two and Beyond

e Wednesday
- Plenary Session: Control System Community Updates
- Working and Interest Group Workshops
— Plenary discussion follow-ups
— Ad-hoc meeting opportunities, 5pm-9pm

e Thursday
— Process Control Security Requirements Forum (PCSRF) Meeting
— Institute for Information Infrastructure Protection (I3P) Workshop



Chairs

Congress of Chairs

System Analysis and Modeling

SCADA Cyber Self- Assessment

Control System Security Event Monitoring

Chair — Dr
Chair — Mr
Chair — Mr
Chair — Mr

. William Rush
. Dennis Holstein
. Brian Isle

. Dale Peterson


https://www.pcsforum.org/groups/59/
https://www.pcsforum.org/groups/68/
https://www.pcsforum.org/groups/66/
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